ABSTRACT Nowadays, vehicle-to-grid (V2G) is a very important component for smart cities, which provide a novel energy storage and scheduling approach. However, security threats currently disturb the normal operations of V2G. There are two challenges for the security of V2G. On one hand, existing security schemes for V2G just consider the static security strategy, which cannot deal well with the problem of high dynamics and advanced persistent threat in V2G. On the other hand, existing V2G lacks a unified information modeling approach, which results in the difficulties of security and communications. To address above challenges, this paper proposes a smart software-defined security mechanism, SSDS, for V2G using transfer learning and IEC 61850 standards. First, as next generation networking technology, software-defined networking (SDN) is adopted to establish a dynamic security protection architecture for V2G, which can provide dynamic security strategy configuration capability. Second, IEC 61850 is introduced to model SSDS, including SDN controller and OpenFlow switch. Third, transfer learning-based security strategy constructing scheme is proposed for the security strategy updating dynamically. Simulation results in terms of network performance and security strategy constructing verify the efficiency as well as feasibility of the proposed security mechanism.
information model, which can satisfy the modeling requirements of V2G.
Because V2G is a critical infrastructure of the a smart city, it is a must to provide security protection for V2G [11] - [13] . In existing security schemes for V2G as well as smart grids, traditional security works relies on the static control of security devices deployed on special boundaries or nodes, such as firewalls, intrusion detection systems (IDS), intrusion prevention systems (IPS), for network security monitoring according to pre-specificed rules. However, this passive defense methodology is no longer applicable to the protection against new cyberspace security threats such as advanced persistent threats (APT) and 0-day attacks. Moreover, as the cyber threats become ubiquitous and sustainable, the diverse attack entry points, high level intrusion mode, and systematic attack tools reduce the cost of cyber threat deployment. To maximize the security level of core system assets of V2G, it is urgent to develop innovative security defense methodologies for V2G that can cope with the diversified and sustainable threats.
Software-defined networking (SDN) is one of the most popular and promising technologies in the network field [14] , [15] . It is usually used to decouple the controlling and forwarding function, in order to solve the problems of the existing rigid network system, such as the network management and configuration are complex and prone to error, unified and rapid deployment of the new network architecture and technology are inconvenience, etc. By virtue of SDN's network programmable ability and control logic centralization, network innovation can be accelerated and network management can be greatly simplified. Currently, there are some existing works focus on the SDN based architecture for V2G. In fact, the basic methodology of SDN provide a novel security roadmap, which can provide dynamic and active security defense for V2G. In our previous work [11] , a security mechanism for SDN based communications was proposed for V2G. However, the standardized security communication model and dynamic security strategy are still open issues. To address aforementioned challenges, a smart software-defined security mechanism, SSDS, is proposed for V2G by using transfer learning and IEC 61850. This paper includes following contributions.
1) A novel software-defined security mechanism is proposed to provide dynamic and active defense capabilities for V2G. 2) IEC 61850 is adapted for modeling the unified software-defined security communication for V2G, which provide a standardized method for the proposed SSDS. 3) Transfer learning is used to construct the dynamic security defense strategy for V2G supporting the softwaredefined strategy changing. The rest of this paper is organized as follows. Section II presents preliminaries of SSDS. The proposed softwaredefined security architecture is described in Section III. Section IV gives the details of the transfer learning based dynamic security strategy constructing. Simulations are described in Section V. Section VI concludes this paper.
II. PRELIMILARIES A. SEURITY THREATS IN V2G
In Figure 1 , there are several attack vectors existing in servers, controllers, electric vehicles and the links between them. Some of the attacks are on grid communication and the others are on charging station communication. To guarantee the confidentiality of the information in transmission process and prevent the information from tampering by attackers, a efficient security defense architecture is needed. 
B. SOFTWARE-DEFINED NETWORKING
With the development of Internet, the scale of network has rapid expanded, the application type has become enriched, and the bearing function of the underlying network devices (such as switches, routers) also has been extended again and again, which is from the initial data forwarding unit to support many functions, including packet filtering, distinguish the service, multicast, QoS, and others at the same time. However, the closed equipment built too much complicated protocols, which increase the difficulty of deploying the new protocols, slow down the developing speed of the new technologies, and lead to the rigidity of the existing network system. To solve these problems, the control network architecture forward separation is proposed. Namely that, the highlevel strategy is deployed by proprietary equipment, which is used to guide the data forwarding of the network equipment. Doing so can reduce many complicated functions of network equipment and improve the flexibility and operability of the implementation and deployment of the network new technology and new protocol. The core ideas of SDN is ''separation of logical control and data forwarding'' [16] .
Currently, SDN technologies usually are used integrating with edge computing, cloud computing, big data, and so on [17] - [19] . Thus the extendible networking and flexible computing can improve the novel smart systems, including smart grid, IoT, V2G, and so on.
C. TRANSFER LEARNING
Machine learning technology has been widely used in many fields such as classification, cluster and regression, which has promotes the developments of aforementioned areas. transfer learning was defined by the Information Processing Office (IPTO) of Defense Advanced Research Projects Agency (DARPA) [20] . Traditional machine learning assumes that the training set and the testing set obey the same distribution, but the purpose of transfer learning is applying the knowledge learned from original environments to new environments to improve the learning efficiency. Transfer learning do not assume the same distribution like traditional machine learning algorithm. Different from traditional machine learning, transfer learning can be used for the environments with highly dynamic, changing features and complex responses.
D. IEC 61850 STANDARD
The full name of the IEC61580 series of standards is substation communication networks and systems. The IEC61850 standard is the global communication standard for power system automation [10] . This standard realizes the standardization of smart substation engineering operations. It has established a substation configuration description (SCD) in the smart substation, which can describe the structure and layout of the entire substation. This has profound implications for the development of the smart grid. The communication behaviors and data objects of the Intelligent Electronic Device (IED) in the substation are modeled by it. In addition, it also proposes a public communication standard that standardizes the equipment to unify the output and achieve seamless connection of the system. Although the openness of the IEC 61850 standard is irreplaceable to traditional substation communication protocols, it brings many security issues. With the rapid development of Internet technology, substations based on IEC61850 are facing more and more threats from the Internet. The main reason is that the general purpose of this agreement is to address the interoperability of devices between different manufacturers. However, IEC 61850 is still a promising technology for modeling of V2G, which can unify the communications and data modeling in V2G.
III. SOFTWARE-DEFINED SECURITY ARCHITECTURE A. BASIC ARCHITECTURE
According to previous researches of SDN, SDN can solve two problems of V2G. First, SDN can model V2G network, so it can solve problem of security network management and configuration. Then it can solve the problem of security strategy constructing. This paper aims to apply the SDN technology on V2G system. The architecture of softwaredefined V2G (SD-V2G) are shown in Fig. 2 . In addition, we use IEC 61850 to model SDN controllers and Openflow switches for unified communication and device modeling. By introducing SDN technology to V2G, we can determine different types of data flows based on network status and requirements, and use control and monitoring tools to improve the security of V2G messaging and meet the needs of smart grid communications. The data information that needs to be transmitted in the V2G can effectively forward the communication through the SDN controller and the OpenFlow switch. Then the functional modules of the application plane, control plane and data plane are designed. At the same time, Extensible Communication and Presentation Protocol (XMPP) is designed for the southbound interface and REST based northbound interface are proposed, which are also modeled by IEC 61850. Moreover, to perform the smart and dynamic security strategy constructing, transfer learning is used to design the security strategy selection algorithm. Based on aforementioned architecture, SSDS can implement the smart and dynamic security protection for V2G.
B. APPLICATION, CONTROL AND DATA PLANES FUNCTION MODULES
In the proposed mechanism, V2G controllers and grid centers are important components to manage V2G. In the structure of the SD-V2G system proposed in this paper, as shown in Figure 2 , the structure consists of the following three planes:
Data plane: It contains the functions of V2G charging equipment and the SDN data plane part, including real-time measurement, statistical information, sending data and forwarding data.
Control plane: It is mainly composed of V2G controller and SDN controller. From the point of view of the communication system, the V2G controller is a server. The functions that V2G controllers need to implement include man-machine interface, data calculation, information generation, event management, data management, and log records. The SDN controller is responsible for protocol calculation, policy distribution, and link information collection.
Application Interface: This plane includes V2G applications and network applications. V2G and smart grid applications include alarm processing, remote control and maintenance, configuration and local control, and remote communications. Network applications include network management, secure communications, and flow control. The above application forms an application interface.
C. XMPP-BASED SOUTHBOUND INTERFACE FOR SECURITY STRATEGY DISTRIBUTION
In addition to model V2G, SDN controllers, and OpenFlow switches based on IEC 61850, it is also necessary to consider the sourthbound interface interface. Southbound interface should be design for security strategy distribution. Because the extended protocol of IEC61850 supplements the mapping of specific communication services to XMPP, V2G can use XMPP protocol to communicate and model devices. Therefore, XMPP can satisfy the conditions of SD-V2G southbound interface. This section considers using the XMPP protocol as the southbound interface of software-defined V2G. XMPP is one of the instant messaging protocols.
Moreover, to solve the problem of exchanging time-critical data between any kind of networks in IEC 61850, it has become a trend to extend XMPP into the IEC 61850 standard. Therefore, IEC618508-2 partially supplements the existing 8-1 Partial Communications Service Mapping (SCSM) mapping to MMS. IEC 61850 8-2 supports the existing application data model defined in IEC 61850-7-410, 7-420, and 61400-25-2. XMPP is an XML-based communication protocol. XMPP uses TCP to transmit XML streams. The three roles of client, server and network management in V2G are defined in XMPP, and the gateway is responsible for the interconnection between the XMPP server and other external message servers. Distributed energy is integrated with IEC61850 through XMPP. Southbound interface process is as follows. An electric car as an XMPP client needs to communicate with a charging station as an XMPP client. Firstly, the XMPP client of the electric vehicle should connect to the XMPP server, and then the XMPP server authenticates the electric vehicle. Next, the client then gives the destination address. Then the XMPP server looks up the connections and authenticates each other, and the last two XMPP clients interact with each other.
D. DESIGN OF REST BASED NORTHBOUND INTERFACE FOR SECURITY CONFIGURATION
REST is used to design the northbound interface for security configuration. REST depends on three main design disciplines: addressability, unified interface, and statelessness. To ensure the addressability, REST models as resources, and uses URI to identify each resource. These resources can be any type of information that must be named. Then the resources of the REST are accessed using the unified interface. The unified interface offers REST lots of advantages, including acknowledgement (that is, RESTful web server operation set may be known) and interoperability. Statelessness means that each request of REST is selfcontained and the server needs to satisfy all the information of the request. Besides, the server will not save the data of the session between clients, and server never uses information in previous requests to answer new requests. Advantages of REST based northbound interface include statelessness, programming-friendly, scalability, and balanced load. The REST allows arranging and changing some elements in the network of V2G.
REST services represent a high degree of interoperability and simplicity, and nowadays many researches are using the REST in the IEC 61850 protocol stack.
E. IEC 61850 BASED SECURITY MODELLING
We use IEC 61850 standard to model the V2G, the SDN controllers and switches, and the communication procedures of SD-V2G, thus the operations can follow the rules in IEC 61850 standard. The reference path of the IEC 61850 is similar to fully qualified filename symbol or URL. This simplifies the procedures of forming the interface of the REST to the data models of the IEC 61850, and can be used to be the northbound interface of the SD-V2G. The idea is that different objects in the data model hierarchy as resources, which can be accessed using IEC 61850 object references.
When modeling SSDS using IEC 61850, there are three steps. The function of the V2G system is first subdivided into the smallest functional elements. These functional elements are the logical nodes in the model. The data contained in each logical node is abstracted from the functional characteristics of the logical node. Then, according to the data classes and data attributes defined in the IEC 61850 standard, data classes and data attributes are assigned to the data of each logical node. If there are no suitable data classes for modeling in the standard, the class creates new data classes based on the criteria for modeling. Finally, the system communication model is designed. IEC61850 based V2G model system includes three parts of electric vehicle, charging station and power grid substation. A user can use the modeled electric vehicle as a logical node of the charging station.
The IEC61850-7-420 can be used to model the electric vehicle [21] . The IEC 61850-7-420 standard focuses on the modeling of distributed energy sources. However, it does not include the related functions of electric vehicles and charging station. Electric vehicles can be modeled as distributed storage systems with intelligent charging and discharging control. Although electric vehicles are considered to be the load components that consume the power of the system, they can also serve as energy sources when the grid is in demand. Therefore, the electric vehicle can be used as a logical node (LN) model in IEC 61850-7-420.
Using the IEC 61850 idea to model SDN controllers, different types of data flows can be identified based on network status and requirements. Control and monitoring modulars can be used to improve the effectiveness of V2G information transmission and meet the needs of smart grid communications. IEC61850 based modeling of OpenFlow switch abstracts physical devices as common logical nodes and describes the attributes of the logical nodes. In the model, the functions of the switch are divided into caching data, port management, flow tables and physical device information. The model uses catalogs, data sets, and report control block (BRCB, URCB) services to facilitate the management of industrial Ethernet switches and improve the efficiency of smart grid management. The main components include:
Logical node: A component that is used to correctly describe the state of the underlying infrastructure, which is defined as a logical node that contains flow tables, links, data flows, and device information. Some logical nodes are dynamic in order to provide a more granular abstraction.
Data object: Usually, the flow table is presented by the life cycle. The link is presented by the bandwidth or protocol type. The data flow is displayed by priority, and the device information consists of common logical node information.
Data attributes: Data attributes have also been added to the model as a modeling attributes of data.
Data set: The data set is the frequently exchanged information between the client and the server, such as web logs, GOOSE, voltage/current values, lock-in time, communication modes, etc. The communication mode of data set transmission should support broadcast, unicast and multicast. 
IV. TRANSFER LEARNING BASED DYNAMIC SECURITY STRATEGY CONSTRUCTING A. BASIC DEFINITIONS
In the software-defined V2G environments, the dynamic security strategy constructing is a very important issue. Machine learning can be used to select efficient strategy for software-defined V2G. However, in V2G with high dynamics, the training data and test data have different data distribution, thus traditional machine learning algorithm may have very poor performance. To address this, we design a kind of algorithm that behave well when training data and test data are from different data sources. The principle of the transfer learning based dynamic security strategy constructing is shown in Fig. 5 . We use transfer learning to perform the dynamic security strategy configuration. In the model, we consider the problem as follows. When we have some base training data, only a little mount of these data have the same distribution with test data. These data are not enough to train a reliable classification. However, we also have a large mount of auxiliary training data. These data have different data sources with base training data, because they have different data distribution. The purpose is using the auxiliary training data to help base training data to train a more reliable classification that have higher accuracy. In this section, some symbols and definitions are given as follows.
Firstly, we definite ''field'' and ''task''. In the transfer learning for security strategy constructing, the field D is composed of two aspects: the feature space χ and the probability distribution P(X ), among them X = {x 1 , . . . , x n } ∈ χ . Under normal circumstances, if two fields are different, they will have different feature space or different probability distribution. Given a certian field, a task T is composed of two aspects: the label space y and the predictive function f (·), which is defined by T = {Y , f (.)}. This function is unknown but can be learned through training data. Training data is composed of {x i , y i } data pairs, in which x i ∈ X and y i ∈ Y . The function f(.) is used to predict the label f (x) of a new sample x. From the view of probability, f (x) can be written as P(y | x). In the classification, Y is set of labels. For a binary classification, the label is true or false means that the value of y i is 'true' or 'false'.
We just consider the example with only one original strategy and one target strategy, which is one of the most extensive research work. Particularly, define the original field data set
Known original field D S , learning task T S , target field D T and learning task T T , the purpose of transfer learning is using knowledge in D S and T S to improve the learning effect of the predictive function f(.) in D T .
B. TRADABOOST ALGORITHM BASED SECURITY STRATEGY SELECTION
To make the problem more clear, first we will give the strict definition of the problem. In this problem, the algorithm regards the knowledge transfer of the result in the two different fields. And the two fields share the same goal. Concretely, we give these definitions:
Let X b be the base security strategy instance space, X a be the auxiliary in-stance space. Also the base instance space can called target security strategy instance space, that means the instance space needs to be classified.
(1) Let Y = {0, 1} be the class space. In this work, we simplify the problem into two-class problem. For multi-class problem, it can be naturally generalized.
base instance space and the auxiliary in-stance space. (3) A concept: X → Y , make the sample x ∈ X mapped to its real label c(x) ∈ Y . The test data of security strategy, which is the unlabeled data set are defined as follows.
In which dataset S is not marked, and k is the number of elements in set S.
Moreover, training dataset can be divided as two sub sets:
where
In aforementioned equations, C(x) is the real class tag of example x. T a is an auxiliary training dataset. T b is a source training dataset, or target training dataset. n and m are the size of the auxiliary training dataset and the source training dataset.
Therefore, combined training dataset T = {(x, c(x i ))} can be defined as follows:
As mentioned before, the difference between T a and T b is that T b has the same distribution with test data, where the distribution of T a is must different. Strictly speaking, it is
The input of the configuration algorithm are two training dataset T a and T b , combined training dataset T = Ta ∪ Tb, a not marked test dataset S, a basic classification algorithm Learner and number of iterations N .
Initialization:
Initialize weight vector w 1 = (w 1 1 , . . . . . . , w 1 n+m ), where
Algorithm loop: For t = 1, . . . . . . , N , the algorithm is performed as follows.
1. Set p t satisfies
2. Learner is called, a classifier is h t : X → Y obtained. Based on combined training data T , and its weight distribution P t and not marked data S. 3. Calculate error rate h t on T b :
4. Set
where β = 1/(1 + √ 2(ln n/N )) 5. Set new weight vector as follows: 6.
7. Outputs final classifier
Most of the parametric transfer of the introductive transfer learning assume that each model of the associated task shares some parameter or hyper-parameter prior distribution. Most of the methods include a regular framework and a hierarchical Bayesian framework, which are mostly designed under multitask learning. However, they can be modified to transfer learning. Multi-task Learning attempts to acquire both source and target tasks at the same time perfectly while the goal of transfer learning is to improve the performance of the target domain by using data from the source domain. In multi-task learning, the weights of the loss function of the source domain data and the target domain data are the same. However in transfer learning, the data's weights in different fields in loss function are different. In general, in order to achieve better performance in the target domain, we can allocate a larger weight in the target domain.
By the following optimization problem, we obtained the
is the new form of, b j β is a coefficient which is to balance feature construction and regularization. After learning vector b, in step 2, based on vector b, the following optimization algorithm is applied into target domain data to learn high-dimensional feature.
Finally, we use {a *
T i
} s with corresponding mark to train classification or regression model for target domain. One disadvantage of this method is that the high-dimensional basic vector which is learned from source domain may be not proper to be applied in target domain.
V. EVALUATIONS A. NETWORK PERFORMANCE
The software-defined security mechanism has high cohesion and low coupling characteristics. Due to the reasonable segmentation and encapsulation of security functions, the security components are formed providing a unified interface for the upper layer to shield the lower layer isomers. Each layer provides the mechanism for the upper layer, while the upper layer provides the strategy.
We do two experiments to analysis network performance of the proposed mechanism. Experiments are completed of in a virtual machine environment. Here, Mininet which is a lightweight software-defined network and test platforms is used to simulate network topology. And using Floodlight as SDN controller. The memory of virtual machine is 2G and hard disk is 8G. And the bandwidth of one link is 5Gbt/s.
The experiment results are shown in Fig. 6 and Fig. 7 . Network throughput over the test iterations is evaluated in Fig. 6 . The throughput of the proposed mechanism is higher than the schemes based on traditional networking. Network load capacity of switches are concentrated in the 4-5Gbits in V2G. And network load capacity of switches is distributed dispersed. Hence, network scalability of the proposed scheme is more strong. And the max network load capacity of the proposed mechanism is larger than the max network load capacity of V2G. 
B. SECURITY STRATEGY CONSTRUCTING PERFORMANCE
Transfer learning are used to construct the security strategy for the proposed software-defined security mechanism. To evaluate the performance and efficiency of the security strategy constructing scheme, training data set and test data set are generated by the simulation testbed based on Mininet. VOLUME 6, 2018 Different security strategies and corresponding efficiency are recorded. To evaluate the efficiency of the proposed smart software-defined mechanism, Mean Absolute Error (MAE) and Root Mean Square Error (RMSE) are used as the measurement dimension. MAEis sensitive for large error and MAE is sensitive for small error. MAEand RMSEcan be computed as
where |T E | denotes the value of the test, and r i denotes the real test score. r * i denotes the prediction value of r i based on the security strategy selection.
If the value of the MAE or RMSE increase, the security strategy selection precision increase. Q is used as the number of the strategy cluster of security strategy test score mode. In this paper, we assume Q ∈ (0, 50]. Moreover, traditional security strategy scheme are introduced for comparisons. The MAE and RMSE are shown in Fig. 8 and Fig. 9 . The MAE and RMSE of the proposed mechanism is lower than those of traditional static security strategy, especially for the value of Q in the middle between the region, which is based on following reasons. If the value of is Q too large, the selection capability of the transfer learning will become vestigial. Moreover, if the value of Q is too small, the algorithm cannot generate enough positive transfer. Thus, the proposed dynamic security mechanism show the advantage of higher defense capability.
VI. CONCLUSIONS
To deal with the complex and dynamic security situation in V2G, this paper proposed a transfer learning based smart software-defined security mechanism, SSDS, to establish the unified security model and construct dynamically security strategy. SDN technology was adopted to implement the dynamic constructing architecture for V2G. Moreover, IEC 61850 based information and security model was proposed. Next, transfer learning was used to design the security strategy selection algorithm. The proposed SSDS is significant for improve V2G security. Future work will focus on the cognitive security strategy for software-defined V2G.
